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2019 plans: to update the EU list of dual-use items

Commission Delegated

regulation (eu) 2018/1922  (fficial Journal [ 334

of 10 October 2018 updating

Annex I in light of decisions of of the Furopean Union
export control regimes in 2017

Publication in Official Journal on Volume 60
14 Dec., entry into force on 15 s Legislation 15 Dacember 017
Dec. 2018. =
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2019 plans: to develop information exchange

Applications (with notifications) : EUR 50.2 Bin (2.7% of tot. extra-EU exp)
Authorisations: EUR 36.6 Bin (2.0% of tot. extra-EU exp)
Denials: EUR ~0.7 Bin (0.04% of tot. extra-EU exp)
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e Continuous development of the
Dual-Use electronic System
(DUeS - new functionalities)

e Electronic licensing pilot
project with IT, LV, RO, EL, WA
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2019 plans: to improve industry outreach

e Annual report: COM(2017) 679, 21 November 2017

e Information Notice regarding national measures
(C304/3, 20 August 2016)

e Updated Dual-Use - Customs Correlation Table

e 2019 Export Control Forum o
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e — CONTROL

CN code TARIC Footnote for DU Dual Use code
FORUM
2612109000 D017 0L00% .

2612201000 DUD17 0001 8% 25 ’ :
2612209000 DUDLT 0001 “r BURE : 31
2620999500 DLD17 D001 : :
2707100000 DUD53 1C111 : ;

2707200000 DLIDES 1111 k s Bian
2707300000 DUDES 1111 An anmnmual review

2707400000 DUD5S 1111 of EU export controls
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2019 plans: to develop Guidelines / Guidance notes

e Adoption of ICP guidelines — 1st Semester 2019
e Development of Guidelines for academia - TEG
e Guidance notes on technology transfers / cloud?

Al public surveys

i Save a backup on your local computer (disable if you are using & publiclshared computer) Views

Targeted industry consultation on draft ICP guidance

Standard Acessibiity Mods

Languages
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Background Documents
Effective controls on exports of dual-use goods, software and fechnology are vital for countering the prokferation of Weapons of Mass Destruction Privacy_stafimént:
(WD) and the destabilising accumulations of conventional weapons. Taking info consideration rapid scientific and technalogical advancements, fhe irafl_ICF, guidance pdf

compleity of modern supply chains and the ever growing significance of non-stale aclors, effective expor canlrols greatly depend on the awareness
and active commitment of industy 1o comply with dual-use expon conlol requiaians

It 15 the responsibiity of expoiers dealing with dual-se items to comply with dual-use export control fequiations and to refrain from paricipating in RADE-EXPORT-CONTROL-PUBLI
transactions where there are concems that fiEms are to be used for proliteration purposes. To this end, companies ustally put in piace a set of intemal LONSULTATION(gec auropa ey
nolicies and orocedures. 2lso known a5 an "Intemal Comoliance Erooramme® (ICEY to ensure comoltance wiith the relevant EU and national dugluse
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2019 plans: to modernise EU export controls (1)

e Regulation (EC) No 428/2009

e 2013 Report to European Parliament & Council (COM(2013)710)

¢ 2014 Communication from the Commission (COM(2014)244)

e 2015 Impact Assessment report COM(2016) 315

e Legislative proposal COM(2016)616 of 28 September 2016

¢ Legislative process (2017 - 20197?)
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2019 plans: to modernise EU export controls (2)

» 2017: work in INTA and AFET BRI LTS

COMMITTEE ON INTERNATIONAL TRADE

deav No «1*01 - 17:00-19:00

committees, technical briefings, EEEEEEES

public hearing .
» Plenary debate and vote on the

1st reading report and mandate Dual-usereform:
How to “future-proof” EU export controls?
for interinstitutional negotiations s s

with the Council :]L—_-]
(16-17 January 2018)
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2019 plans: to modernise EU export controls (3)

e Council Working Party on Dual-Use Goods -

. |
e No qualified majority (QMV*) in support of .

a Council position in 2018 -|

e What are the odds for 20197

» Majority of countries: 55% (at least 16 MS)
» Majority of population: 65%.

*Qualified Majority: =




2019 challenges: to clarify export control
and human rights?

Human rights are already a « foreign policy » control
criteria under Regulation (EC) 428/2009:

v Art. 12(c) - ref. to CP 2009/844, incl. human rights
v Approx. 4% of EU denials based on human rights considerations

Se— Reason/Criterion for Cat 4 and 5 Denials:
57 denials in 2017

‘,,. WikiLeaks &

How a Saudi cyberwar ensnared Jamal

Khashoggi
Humber Criterion
19 Respact for Hurman Rights
A Internal Situation
Risk of diversion for military
] PUrpOSEs
International obfigations and
5 commitmeants
National fareign and security policy
E considerations
1 Pragarvation of Fl.l‘.'g‘il'."ll'IM Paaca
14 Others-N/A
:’:.‘:::,,’,’:: .?.::,"‘.,‘:n""v battie of ons wged by the fearfd Gromn prinos and s 5? T'l'_'IT.l'kL denuh -I:dl_ 435




2019 challenges: to control cyber/emerging
technologies?

Cybersurveillance technologies are already controlled
under Regulation (EC) 428/2009:

v’ Telecom monitoring/jamming (5A001f), IP network surveillance
(5A001j), intrusion software (4A005)

v Total EU: 139 licences and 17 denials (2016)

Listed cyber-surveillance technologies
Number of individual licences

Total 2014; 51
Total 2015: 115
Total 2016: 139
200 Total 2017 285
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A stronger global actor
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2019 challenges: harmonisation & level-playing field

- Do we need the flexibility to introduce and adjust
General Export Authorisations?

v E.qg. encryption, intra-company techno transfers, frequency
changers/other items...

v Amendment of annexes / EUGEAs through delegated acts

- Do we need updated and harmonised controls?

v’ Should all EUMS apply similar controls on e.g. technology
transfers, brokering, technical assistance, transit... ?

v' Should controls on non-listed items (« catch-all ») be coordinated?
v' Should the validity of licences be harmonised?

v' Should the convergence of (electronic) licensing by EUMS be
promoted?

v’ Should « partnership » with the private sector be supported?




2019 challenges: Brexit

» 19 Dec. 2018: COM proposal to add the UK TO
EUGEA 001 in case of no deal Brexit
(« contingency measure »)

» DUWP technical agreement (23 January 2019)
and INTA vote (13 March 2019) - adoption by
simplified procedure?

» Entry into force on 30 March 2019? Only if "no
deal”.

N.B.: In case of deal, a transition period will apply
e




e,  Bureau of Industry and Security
“tO mOder nize U S il Il . U.S. Department of Commerce

Where Industry and Security Intersect
export control regulation B s
of... commercial, dual-
use, and less sensitive
defense items... the ECRA
establishes a framework
to protect critical and
emerging U.S.
technology and know-
how.”

Regulations Licensing Enforcement Compliance & Training Policy G

Extension of Comment Period to 1/10/19: Review of Controls for Certain Emerging
echnologies, extension notice published 12/14/18 (83 FR 64299)




For more information:

DG Trade website:

Contact:
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http://ec.europa.eu/trade/import-and-export-rules/export-from-eu/dual-use-controls/
mailto:stephane.chardon@ec.europa.eu

